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Cybercrime is on the rise
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Encryption protects sensitive data

Encryption works.
Properly implemented strong crypto systems are

one of the few things that you can rely on.
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Quantum computers put encryption at risk
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The key exchange is the weak link
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The key exchange is the weak link
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Security despite or with quantum technology?

Post-quantum cryptography (PQC)

* Is based on hardened algorithms
* Works with any communication channel
e Requires endpoint access only

* |s independent of an optical network
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Security despite or with quantum technology?

Post-quantum cryptography (PQC) Quantum key distribution (QKD)

* |s based on hardened algorithms * |s based on laws of quantum physics
* Works with any communication channel * Needs optical fiber or free-space channel
e Requires endpoint access only e Requires access to physical infrastructure
 |s independent of an optical network * Depends on optical link performance
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Protecting against tomorrow’s threats today

Connect

~ A N\/A

Ve mEm wWwa wm GuardTM

$ Bundesamt
fiir Sicherheit in der
Informationstechnik

Ti
Oneerj " Ethernet protec
(8 research Project




GLOBAL
INNOVATTON
SUMMIT

THANK YOU FOR YOUR ATTENTION!

Jorg-Peter Elbers
jelbers@adva.com



