
GLOBAL INNOVATION SUMMIT 2021 / GRAZ, AUSTRIA

EXPLORING NEW PERSPECTIVES

S e s s i o n  S 0 5
C y b e rs e c u r i t yi n  t h e  Q u a n t u m  A ge

J ö r g- P e t e r  E l b e r s ,  A D VA

M a y  1 8 ,  2 0 2 1

www.eurekanetwork.org    www.invest-in-styria.comwww.gis2021.com    #GIS2021



#GIS2021GLOBAL INNOVATION SUMMIT 2021 / GRAZ, AUSTRIA

Cybercrime is on the rise
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Encryption protects sensitive data

Encryption works. 

Properly implemented strong crypto systems are 

one of the few things that you can rely on. 

Edward Snowden 

Freedom of the Press Foundation, Edward-Snowden-FOPF-2014, CC BY 4.0

https://commons.wikimedia.org/wiki/File:Edward-Snowden-FOPF-2014.jpg
https://creativecommons.org/licenses/by/4.0/legalcode
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Quantum computers put encryption at risk
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The key exchange is the weak link

Alice Bob

Confidential data Confidential data

Encrypted data transmission
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The key exchange is the weak link

Alice Bob

Confidential data Confidential data

Encrypted data transmission

Key exchange

MarvinQ
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Post-quantum cryptography (PQC)

Security despiteor with quantum technology?

ÅIs based on hardened algorithms

ÅWorks with any communication channel

ÅRequires endpoint access only

ÅIs independent of an optical network
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Post-quantum cryptography (PQC)

Security despiteor with quantum technology?

ÅIs based on hardened algorithms

ÅWorks with any communication channel

ÅRequires endpoint access only

ÅIs independent of an optical network

ÅIs based on laws of quantum physics

ÅNeeds optical fiber or free-space channel

ÅRequires access to physical infrastructure

ÅDepends on optical link performance

Quantum key distribution (QKD)
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